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NATIONAL SECURITY COUNCIL

UNCLASSIFIED with WASHINGTON. D.C. 20508 _ 20439
SEHERET ATTACHMENT

April 6, 1994

MEMORANDUM FOR MR. EUGENE YEATES
Executive Director
President’s Foreign Intelligence Advisory Board

SUBJECT: PDD-23

Pursuant to your request, enclosed for your information and

retention are copies of PDD-23, the fact sheet and the statement
by the press secretary on this PDD.

William H. Itoh ;

Executive Secretary

Attachments

Tab A PDD-23

Tab B Fact Sheet

Tab C Statement by the Press Secretary
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THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994

FACT SHEET

FOREIGN ACCESS TO REMOTE SENSING SPACE CAPABILITIES

Background

Remote sensing from space provides scientific, industrial,
civil governmental, military and individual users with the
capacity to gather data for a variety of useful purposes. The US
Government operates very high resolution space-based
reconnaissance systems for intelligence and military purposes.
These systems are among the most valuable US national security
assets because of their high quality data collection, timeliness,
and coverage and the capability they provide to monitor events
around the world on a near real-time basis. More nations have
discovered the value of these satellites and are developing their
own indigenous capabilities, or are seeking the purchase of data
or systems. '

Policy Goal

The fundamental goal of our policy is to support and to
enhance US industrial competitiveness in the field of remote
sensing space capabilities while at the same time protecting US
national security and foreign policy interests. Success in this
endeavor will contribute to maintaining our critical industrial
base, advancing US technology, creating economic opportunities,
strengthening the US balance of payments, enhancing national
influence, and promoting regional stability.

Scope of Policy

The policy covers foreign access to remote sensing space
systems, technology, products, and data. With respect to
commercial licenses, this would include operating licenses
granted under the Land Remote Sensing Policy Act of 1992 and
export licenses for certain items controlled on the US Munitions
List (USML). While the policy will define certain restrictions
for export of items on the USML, export of items on either the
USML or the Commerce Control List (CCL) would continue to be
licensed in accord with existing law and regulations.

- more -




Licensing and Operation of Private Remote Sensing Systems

License requests by US firms to operate private remote
sensing space systems will be reviewed on a case-by-case basis in
accordance with the Land Remote Sensing Policy Act of 1992 (the
Act). There is a presumption that remote sensing space systems
whose performance capabilities and imagery quality
characteristics are available or are planned for availability in
the world marketplace (e.g., SPOT, Landsat, etc.) will be
favorably considered, and that the following conditions will
apply to any US entity that receives an operating license under
the Act.

1. The licensee will be required to maintain a record of
all satellite tasking for the previous year and to
allow the USG access to this record.

2. The licensee will not change the operational
characteristics of the satellite system from the
application as submitted without formal notification
and approval of the Department of Commerce, which would
coordinate with other interested agencies.

3. The license being granted does not relieve the licensee
of the obligation to obtain export license(s) pursuant
to applicable statutes.

4. The license is valid only for a finite period, and is
neither transferable nor subject to foreign ownership,
above a specified threshold, without the explicit
permission of the Secretary of Commerce.

S. All encryption devices must be approved by the US
Government for the purpose of denying unauthorized
access to others during periods when national security,
international obligations and/or foreign policies may
be compromised as provided for in the Act.

6. A licensee must use a data downlink format that allows
the US Government access and use of the data during
periods when national security, international
obligations and/or foreign policies may be compromised
as provided for in the Act.

7. During periods when national security or international
obligations and/or foreign policies may be compromised,
as defined by the Secretary of Defense or the Secretary
of State, respectively, the Secretary of Commerce may,
after consultation with the appropriate agency(ies),
require the licensee to limit data collection and/or
distribution by the system to the extent necessitated
by the given situation. Decisions to impose such
limits only will be made by the Secretary of Commerce

- more -



ln consultation with the Secretary of Defense or the
Secretary of State, as appropriate. Disagreements
between Cabinet Secretaries may be appealed to the
President. The Secretaries of State, Defense and
Commerce shall develop their own internal mechanisms to
enable them to carry out their statutory
responsibilities.

B. Pursuant to the Act, the US Government requires US
companies that have been issued operating licenses
under the Act to notify the US Government of its intent
to enter into significant or substantial agreements
with new foreign customers. Interested agencies shall
be given advance notice of such agreements to allow
them the opportunity to review the proposed agreement
in light of the national security, international
obligations and foreign policy concerns of the US
Government. The definition of a significant or
substantial agreement, as well as the time frames and
other details of this process, will be defined in later
Commerce requlations in consultation with appropriate
agencies. '

Transfer of Advanced Remote Sensing Capabilities

1. Advanced Remote Sensing System Exports: The United States
‘ will consider requests to export advanced remote sensing
| systems whose performance capabilities and imagery quality
| characteristics are available or are planned for
‘ availability in the world marketplace on a case-by-case
|

basis.

The details of these potential sales should take into
account the following:

-- the proposed foreign recipient’s willingness and
ability to accept commitments to the US Government
concerning sharing, protection, and denial of
products and data; and

-- constraints on resolution, geographic coverage,
timeliness, spectral coverage, data processing and
exploitation techniques, tasking capabilities, and
ground architectures.

Approval of requests for exports of systems would also

require certain diplomatic steps be taken, such as informing
other close friends in the region of the request, and the

- more -




conditions we would likely attach to any sale; and informing
the recipient of our decision and the conditions we would
require as part of the sale.

Any system made available to a foreign government or other
foreign entity may be subject to a formal government-to-
government agreement.

Transfer of Sensitive Technology

The United States will consider applications to export
sersitive components, subsystems, and information concerning
remote sensing space capabilities on a restricted basis.
Sensitive technology in this situation consists of items of
technology on the US Munitions List necessary to develop or to
support advanced remote sensing space capabilities and which are
uniquely available in the United States. Such sensitive
technology shall be made available to foreign entities only on
the basis of a government-to-government agreement. This
agreement may be in the form of end-use and retransfer assurances
which can be tailored to ensure the protection of US technology.

Government-to-Government Intelligence and Defense Partnerships

Proposals for intelligence or defense partnerships with
foreign countries regarding remote sensing that would raise
questions about US Government competition with the private sector
or would change the US Government’s use of funds generated
pursuant to a US-foreign government partnership arrangement shall
be submitted for interagency review.

LI
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THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994
STATEMENT BY THE PRESS SECRETARY

The President today announced that the Administration will
allow for the expansion of the sale of images taken from space
and the export of the systems themselves. This decision 1is
expected to expand American jobs and business opportunities by
enabling U.S. firms to compete aggressively in the growing
international market for remote sensing, which already accounts
for nearly $400 million worldwide and is expected to grow to more
than $2 billion by the turn of the century.

Under the policy, U.S. companies will be licensed by the
Secretary of Commerce to operate private remote sensing systems
and sell those images to domestic and foreign entities. The
export of turn-key remote sensing systems will also be considered
under this policy on a case-by-case basis under an export license
issued by the State Department. National security and
international obligations will be protected through specific
licensing conditions. Export of sensitive technologies will be
considered on a restricted basis.

Vice President Gore also highlighted the decision’s
importance to maintaining the competitiveness of America’s
aerospace industry. "Removing some of our barriers to the sale of
space-based remote sensing systems and data products is a major
contribution to the ability of U.S. industry, which sets the
world standard for these systems, to compete successfully in this
rapidly emerging global commercial market," he said.

Equally important, the Vice President said, is the
contribution which data from such satellites will make to our
knowledge of the planet: "Timely, high quality data which we
expect to become available from these systems will include global
change and environmental information which will form a vital part
of this country’s National Information Infrastructure."

Space-based images and imaging systems are increasingly
being recognized by commercial entities as a means of
dramatically improving their productivity and business
operations. Farmers, city planners, environmentalists, news
organizations, map makers, surveyors, geologists, mining

- more -



companies, oil companies, timber harvesters, taxing authorities,
as well as foreign governments have all recognized the utility of
high quality space-based images for purely commercial purposes.

This new policy should also aid the U.S. defense industry in
its efforts to find new commercial applications for defense
technologies and enhance U.S. global competitiveness in the
international remote sensing market. Including the market: for
images incorporating demographic or technical data with digital
maps, Or geographic information systems, the market for space-
based imagery could be up to $15 billion by the year 2000.
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sy SIGNED

MEMORANDUM FOR WILLIAM H. ITOH

THROUGH: WILLIAM H. LEAR
FROM: BRIAN T. MERCHANT
SUBJECT: PFIAB Request for Copy of PDD-23

Eugene Yeates of PFIAB has requested a copy of PDD-23 (Tab II).
NSC staff has no objection (Tab III). Your memorandum at Tab I

will convey a copy of PDD-23 to PFIAB along with a copy of the
fact sheet and a copy of the White House Press Secretary’s state-

ment on PDD-23.

Concurrences by: Regi%é\Genton

RECOMMENDATION:

That you sigh the memorandum at Tab I.

Attachments _
Tab I Memorandum to Eugene Yeates
Tab A PDD-23
Tab B Fact Sheet
Tab C - Statement by the Press Secretary
Tab II Incoming PFIAB Memorandum
Tab III NSC Staff Comments
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President's
Foreign Intelligence
Advisory Board

MEMORANDUM FOR:

FROM:

SUBJECT:

20439

THE WHITE HOUSE
WASHINGTON

April 1, 1994

WILL ITOH
EXECUTIVE SECRETARY, NSC

-
g.x

EUGENE YEATES

EXECUTIVE DIRECTOR

Request for Copy of PDD 23, "Foreign Access to Remote
Sensing Space Capabilities”

It is recluested that the PFIAB be provided a copy of the subject PDD. This is a
current area of interest to the Chairman and members of the Board and a copy of the
document would be very useful to them.

Thank you for your assistance.
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20506
April 5, 1994

MEMORANDUM FOR REGINA A. GENTON

FROM: BRIAN T. MERCHANT é%;i__\\

SUBJECT: PFIAB Request

PFIAB has requested a copy of PDD-23. Please review your Office
Book copy of this PRD and indicate your recommendation below:

V/// No objection to sending copy to PFIAB

Copy should NOT be sent to PFIAB

Other Guidance:

Signature: ;?w@)é?éél&i—— Date: 7947/if(

Thank you for your assistance in this matter.

Please return this form to me AS SOON AS POSSIBLE.
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THE WHITE HOUSE

WASHINGTON

March 9, 1994

PRESTDENTIAL, DECISION DIRECTIVE/NSC-23

MEMORANDUM FOR THE VICE PRESIDENT

THE SECRETARY OF STATE

THE SECRETARY OF THE TREASURY

THE SECRETARY OF DEFENSE

THE ATTORNEY GENERAL

THE SECRETARY OF COMMERCE

DIRECTOR OF THE OFFICE OF MANAGEMENT AND BUDGET

U.S. REPRESENTATIVE TO THE UNITED NATIONS

CHIEF OF STAFF TO THE PRESIDENT

ASSISTANT TO THE PRESIDENT FOR NATIONAL
SECURITY AFFAIRS

DIRECTOR OF CENTRAL INTELLIGENCE

ASSISTANT TO THE PRESIDENT FOR ECONOMIC POLICY

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

DIRECTOR OF THE ARMS CONTROL AND
DISARMAMENT AGENCY

DIRECTOR OF THE OFFICE OF SCIENCE AND
TECHNOLOGY POLICY

ADMINISTRATOR, NATIONAL AERONAUTICS AND SPACE
ADMINISTRATION

SUBJECT: US Policy on Foreign Access to Remote Sensing
Space Capabilities (U)

This Presidential Decision Directive (PDD) establishes and
directs the implementation of US policy on foreign access to
remote sensing space capabilities.'. (U)

Backqground

Remote sensing® from space provides scientific, industrial,

civil governmental, military and individual users with the
capacity to gather data for a variety of useful purposes. The US
Government operates very high resolution space-based

!"Remote sensing space capabilities" refers to all remote
sensing space systems, technology, products, and data, other than
those used for signals intelligence. 1In this context, "space
system" consists of the spacecraft, the mission package(s),
ground stations, data links, and associated command and control
facilities and may include data processing and exploitation
hardware and software./;ﬁ{

‘Throughout this policy, "remote sensing" refers in a
general sense to observation or information gathering, which can

support a wide variety of purposes. (U) DECLASSIFIED
PER E.O. 12958,
Declassify on: OADR - AS AMENDED

SEGRET- %7
. SYerﬁ (3
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reconnaissance’ systems for intelligence and military purposes.
These systems are among the most valuable US national security
assets because of their high quality data collection, timeliness,
and coverage and the capability they provide to monitor events
around the world on a near real-time basis. More nations have
discovered the value of these satellites and are developing their
own indigenous capabilities, or are seeking the purchase of data
or systems. (U)

Policy Goal

The fundamental goal of our policy is to support and to enhance
US industrial competitiveness in the field of remote sensing
space capabilities while at the same time protecting US national
security and foreign policy interests. Success in this endeavor
will contribute to maintaining our critical industrial base,
advancing US technology, creating economic opportunities,
strengthening the US balance of payments, enhancing national
influence, and promoting regional stability. (U)

Scope of Policy

The policy covers foreign access to remote sensing space systems,
technology, products, and data, other than those used for signals
intelligence. With respect to commercial licenses, this would
include operating licenses granted under the Land Remote Sensing
Policy Act of 1992 and export licenses for certain items
controlled on the US Munitions List (USML). While the policy
will define certain restrictions for export of items on the USML,
export of items on either the USML or the Commerce Control List
(CCL) would continue to be licensed in accord with existing law
and regulations. )

Licensing and Operation of Private Remote Sensing Systems

License requests by US firms to operate private remote sensing
space systems will be reviewed on a case-by-case basis in
accordance with the Land Remote Sensing Policy Act of 1992 (the
Act). There is a presumption that remote sensing space systems
whose performance capabilities and imagery quality
characteristics are available or are planned for availability in
the world marketplace (e.g., SPOT, Landsat, etc.) will be
favorably considered, and that the following conditions will
apply to any US entity that receives an operating license under
the Act. (U)

1. The licensee will be required to maintain a record of
all satellite tasking for the previous year and to
allow the USG access to this record. (U)

’"Reconnaissance" refers to remote sensing to support
military or intelligence purposes. (U)
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The licensee will not change the operational
characteristics of the satellite system from the
application as submitted without formal notification
and approval of the Department of Commerce, which would
coordinate with other interested agencies. (U)

The license being granted does not relieve the licensee
of the obligation to obtain export license(s) pursuant
to applicable statutes. (U)

The license is valid only for a finite period, and is
neither transferable nor subject to foreign ownership,
above a specified threshold, without the explicit
permission of the Secretary of Commerce. (U)

All encryption devices must be approved by the US
Government for the purpose of denying unauthorized
access to others during periods when national security,
international obligations and/or foreign policies may
be compromised as provided for in the Act. (U)

A licensee must use a data downlink format that allows
the US Government access and use of the data during
periods when national security, international
obligations and/or foreign policies may be compromised
as provided for in the Act. (U)

During periods when national security or international
obligations and/or foreign policies may be compromised,
as defined by the Secretary of Defense or the Secretary
of State, respectively, the Secretary of Commerce may,
after consultation with the appropriate agency(ies),
require the licensee to limit data collection and/or
distribution by the system to the extent necessitated
by the given situation. Decisions to impose such
limits only will be made by the Secretary of Commerce
in consultation with the Secretary of Defense or the
Secretary of State, as appropriate. Disagreements
between Cabinet Secretaries may be appealed to the
President. The Secretaries of State, Defense and
Commerce shall develop their own internal mechanisms to
enable them to carry out their statutory
responsibilities. (U)

Pursuant to the Act, the US Government requires US
companies that have been issued operating licenses
under the Act to notify the US Government of its intent
to enter into significant or substantial agreements
with new foreign customers. Interested agencies shall
be given advance notice of such agreements to allow
them the opportunity to review the proposed agreement
in light of the national security, international
obligations and foreign policy concerns of the US
Government. The definition of a significant or
substantial agreement, as well as the time frames and
other details of this process, will be defined in later

Jroamy
. ?
Z )
° v




!
C

Commerce regqulations in consultation with appropriate
agencies. (U)

Transfer of Advanced Remote Sensing Capabilities

1.

Advanced Remote Sensing System Exports: The United States

will consider requests to export advanced remote sensing
systems whose performance capabilities and imagery quality
characteristics are available or are planned for
availability in the world marketplace on a case-by-case

basis.

(U)

The details of these potential sales should take into
account the following:

the proposed foreign recipient’s willingness and
ability to accept commitments to the US Government
concerning sharing, protection, and denial of
products and data; (U)

constraints on resolution, geographic coverage,
timeliness, spectral coverage, data processing and
exploitation techniques, tasking capabilities, and
ground architectures; and (U)

the ability of the United States to counter or
defeat foreign use of such capabilities, if
national security conditions warrant. /}27

The following conditions will apply to any license for a
turn-key system export:

Any system which is approved for export shall
ensure positive control over the system and

prevent reception by entities other than the
foreign recipient to whom the system is sold.

Any system with significant military or
intelligence utility which is approved for export
must have characteristics that guarantee US access
and use of the data and enable the United States
to deny its data to an adversary in the event of
crisis or conflict.//kg%

Approval of requests for exports of systems would
also require certain diplomatic steps be taken,
such as informing other close friends in the
region of the request, and the conditions we would
likely attach to any sale; and informing the
recipient of our decision and the conditions we
would require as part of the sale. (U)

Any system made available to a foreign government
or other foreign entity may be subject to a formal
government-to-government agreement. (U)
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Transfer of Sensitive Technology

The United States will consider applications to export sensitive
components, subsystems, and information concerning remote sensing
space capabilities on a restricted basis because it is not in the
national security interests of the United States to assist
foreign nations or entities to attain autonomous capabilities.
Sensitive technology in this situation consists of items of
technology on the US Munitions List necessary to develop or to
support advanced remote sensing space. capabilities and which are
uniquely available in the United States. Such sensitive
technology shall be made available to foreign entities only on
the basis of a government-to-government agreement. This
agreement may be in the form of end-use and retransfer assurances
which can be tailored to ensure the protection of US technology.

),Q‘f

Government-to-Government Intelligence and Defense Partnerships

Proposals for intelligence or defense partnerships with foreign
countries regarding remote sensing that would raise questions
about US Government competition with the private sector or would
change the US Government’s use of funds generated pursuant to a
US-foreign government partnership arrangement shall be submitted
for interagency review. (U)

Implementing Actions

-- The State Department, with the participation of the
Secretaries of Defense and Commerce, the Director of Central
Intelligence, the Chairman of the Joint Chiefs of Staff, and
other members of the Executive Branch as appropriate, shall
develop an approach to use with potential foreign suppliers
of remote sensing space capabilities to discuss possible
mutual constraints on foreign access for review by the
Deputies Committee. (U)

- - The State Department, with the participation of the
Secretaries of Defense and Commerce .and the Director of
Central Intelligence and other members of the Executive
Branch as appropriate, shall prepare a list of those remote
sensing space technologies deemed to be sensitive. They
shall ensure the list is updated on an annual basis. (U)
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THE WHITE 1o JME PRESIDENT HAS SEEN
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20283

WASHINGTON .

March 9, 1994

MR. PRE¥IDENT:

Enclosed is a decision memo from Sandy Berger
recommending that you sign the attached
Presidential Decision Directive allowing for
the expanded sale of images taken from space.
Under the PDD, U.S. companies licensed by the
Commerce Department could sell such images to
foreign and domestic customers. In addition,
the State Department could license the export
of the satellite systems. National security
concerns would be protected by specific
conditions in the licenses.

This PDD would allow the U.S. to compete more
effectively in a fast-growing international
market and would consequently be very popular
with business.

This memo was initially cleared through on
March 3, but then pulled back when first
State and then DOD raised objections. Their
problems have now been resolved and all
relevant agencies have cleared the PDD, as
have all relevant White House offices.

If you approve, please sign thé attached PDD.

éﬂ¢ﬂ7 |
{oﬁt%;‘&ern l

DECLASSIFIED o
PER E.O. 12958, '
AS AMENDED E—
Zoo% - o1} - o~ }
sfinfrt w PHOTOCOPY
WJC HANDWRITING
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~—SBEREF attachment Al THE PRES’DENT HAS SEEN

THE WHITE HOUSE C,\LI

WASHINGTON

g MAR 9 Al 21T SIMAR3 P52 27

March 3, 1994

ACTION

MEMORANDUM FOR THE PRESIDENT gg@ W E@
FROM: SAMUEL R. BERGER)S aE

SUBJECT: US Policy on Foreign Access to Remote Sensing
Space Capabilities
Purpose

To approve a Presidential Decision Directive on US policy on
foreign access to remote sensing space capabilities.

Background

The attached PDD represents a significant change in current
policy by allowing for the expansion of the commercial sale of
images taken from space and the export of the systems themselves.
This policy is intended to open the way for US firms to compete
aggressively in a growing international market, which Commerce
estimates could be a $5 to $15 billion industry by the turn of
the century.

This new policy should aid the defense industry in its efforts to
find new commercial applications for defense technologies and
enhance US global competitiveness in the international remote
sensing marketplace. The policy also represents an example of an
emerging commercial information technology being used as a
catalyst to create a new 21st century industry and long-term jobs
for Americans.

Under the terms of the policy, US companies will be licensed by
the Secretary of Commerce to operate private remote sensing
systems and sell those images to domestic and foreign customers.
The export of entire satellite systems and technology--licensed
by the State Department--will also be considered under this
policy. National security will be protected through specific
conditions in the license. For US owned and operated systems,
the Secretary of Defense or the Secretary of State, for national
security or foreign policy reasons, can seek an interruption in
service or restrictions on the dissemination of data. For
exported systems, the United States will ensure that it retains
the ability to counter or defeat foreign use of such
capabilities, if national security conditions warrant.

DECLASSIFIED
PER E.O. 12958,
UNCLASSIFIED with AS AMENDED

—SECRET attachment @Il 200K~ 01% -~
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Agencies disagree about whether the Land Remote Sensing Policy ‘
Act of 1992 grants the Secretary of Commerce discretion to issue

a license or permit exercise of a license after the Secretary of
Defense and/or State have determined conditions necessary to meet

US national security, international obligations and/or foreign
policies. The statute is subject to different interpretations on

this point. The PDD is not intended to resolve this issue.

It has been US Government practice both to deny the export of
remote sensing space systems and the technology which could lead
to the development of highly capable "spy-like" systems by other
countries, and to not encourage the operation of private US
systems that would sell high-quality imagery data and products
commercially. A number of factors has forced the US Government
to undertake a review of its policy in this area.

-- Space-based images and imaging systems are increasingly
being recognized by commercial entities as a means of
significantly improving their productivity and business
operations. Farmers, city planners, environmentalists,
news organizations, map makers, surveyors, geologists,
mining companies, o0il companies, timber harvesters,
taxing authorities, as well as foreign governments have
all recognized the utility of high-quality space-based
images for purely commercial purposes. .

-- Satellite collection capabilities that once were the
monopoly of a few countries are spreading to many
countries and the US lead is eroding. In addition to
the United States, Russia, France, China, Japan and the
European Space Agency already have an indigenous space
industry. Several others--Israel, India, South Africa,
Canada and South Korea--are on their way to developing
such a capability.

-- As the technology has spread, fewer intelligence
sources and methods remain truly sensitive, making it
harder to justify withholding exports on traditional
national security grounds.

As the Executive Branch has struggled with developing a policy
that would balance economic and national security concerns, the
market has made commercial ventures more economically feasible
and a backlog of license applications has been generated. This
policy will allow agencies to make expeditious decisions on these
pending licenses.

RECOMMENDATTION

That you sign the Presidential Decision Directive at Tab A.

Attachment
Tab A PDD on Remote Sensing

UNCLASSIFIED with
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

March 9, 1994

ACTION

MEMORANDUM FOR SAMUEL R. BERGER

- THROUGH: GEORGE J. TENET ﬁﬁrxnﬁfwﬁ
JULJ\.’L
FROM: REGINA A. GENTON
SUBJECT: _ PDD on Remote Sensing

Attached are a revised memo to the President and a revised PDD on
remote sensing which reflect the -agreement you reached with John
Deutch last night. Specifically, the following changes have been
made : . SR

1. Page 2 of the Memo to the President has been revised to
reflect that the PDD is not intended to resolve the
outstanding legal dispute concerning the authorities of
the Secretary of Commerce to permit exercise of a
license after the Secretary of Defense and/or State
have determined that national security or foreign

_policy interests of the United States may be
‘compromised.

2. A sentence has been added to condition seven on page 3
of the PDD to state explicitly that in the event of a
disagreement between Cabinet secretaries concerning
whether a commercial satellite system should be turned
off or interrupted, an appeal may be made to the
President.

If you agree with these changes, we recommend that you send the
memo forward to the President. +We need to have approval today so
that we can make the public announcement and brief the Hill and
industry tomorrow.

RECOMMENDATION

That you send the memo forward to the President.

Attachments:
Tab I Memo for the President
Tab A PDD on Remote Sensing
DECLASSIFIED
PER E.O. 12958,
AS AMENDED
~—SEERET -
Declassify on: OADR “_n?dj“-l " ‘700% o1} =~
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SECRET attachment NATIONAL SECURITY COUNCIL
: WASHINGTON, D.C. 20506

March 3, 1994

ACTION

-

MEMORANDUM FOR :SAMUEL R. BERGER

1, ;
~ THROUGH: GEORGE J. TENE%{ gf,/ 5 pj[(:@

FROM: .~ REGINA A. GENTON f

SUBJECT: h - US Policy On”Foreign Access to Remote Sensing
. Space Capabilities

~ Attached is a memorandum to the President recommending his

. approval of a Presidential Decision Directive on US policy on
remote sensing. A Deputles Committee meeting recommended
adoption of the PDD earlier this week, and all Principals from
the relevant agencies have concurred. : :

L

Concurrences by: Alan K%Eczko, William Leary]

RECOMMENDATION. -~

That you sign the .Memorandum to the President at Tab I.

Attachments
Tab I Memo to the President
Tab A PDD on Remote Sensing Policy
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THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994

FACT SHEET

FOREIGN ACCESS TO REMOTE SENSING SPACE CAPABILITIES

Background

Remote sensing from space provides scientific, industrial,
civil governmental, military and individual users with the '
capacity to gather data for a variety of useful purposes. The US
Government operates very high resolution space-based
reconnaissance systems for intelligence and military purposes.
These systems are among the most valuable US national security
assets because of their high quality data collection, timeliness,
and coverage and the capability they provide to monitor events
around the world on a near real-time basis. More nations have
discovered the value of these satellites and are developing their
own indigenous capabilities, or are seeking the purchase of data
or systems. '

Policy Goal

The fundamental goal of our policy 1is to support and to
enhance US industrial competitiveness in the field of remote
sensing space capabilities while at the same time protecting US
national security and foreign policy interests. Success in this
endeavor will contribute to maintaining our critical industrial
base, advancing US technology, creating economic opportunities,
strengthening the US balance of payments, enhancing national
influence, and promoting regional stability.

Scope of Policy

The policy covers foreign access to remote sensing space
systems, technology, products, and data. With respect to
commercial licenses, this would include operating licenses
granted under the Land Remote Sensing Policy Act of 1992 and
export licenses for certain items controlled on the US Munitions
List (USML). While the policy will define certain restrictions
for export of items on the USML, export of items on either the
USML or the Commerce Control List (CCL) would continue to be
licensed in accord with existing law and regulations.

- more -
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Licensing and Operation of Private Remote Sensing Systems

License requests by US firms to operate private remote
sensing space systems will be reviewed on a case-by-case basis in
accordance with the Land Remote Sensing Policy Act of 1992 (the
Act). There is a presumption that remote sensing space systems
whose performance capabilities and imagery quality
characteristics are available or are planned for availability in
the world marketplace (e.g., SPOT, Landsat, etc.) will be
favorably considered, and that the following conditions will
apply to any US entity that receives an operating license under

the Act.

1.

The licensee will be required to maintain a record of
all satellite tasking for the previous year and to
allow the USG access to this record.

The licensee will not change the operational
characteristics of the satellite system from the
application as submitted without formal notification
and approval of the Department of Commerce, which would
coordinate with other interested agencies.

The license being granted does not relieve the licensee
of the obligation to obtain export license(s) pursuant
to applicable statutes.

The license is valid only for a finite period, and is
neither transferable nor subject to foreign ownership,
above a specified threshold, without the explicit
permission of the Secretary of Commerce.

All encryption devices must be approved by the US
Government for the purpose of denying unauthorized
access to others during periods when national security,
international obligations and/or foreign policies may
be compromised as provided for in the Act.

A licensee must use a data downlink format that allows
the US Government access and use of the data during
periods when national security, international
obligations and/or foreign policies may be compromised
as provided for in the Act.

During periods when national security or international
obligations and/or foreign policies may be compromised,
as defined by the Secretary of Defense or the Secretary
of State, respectively, the Secretary of Commerce may,
after consultation with the appropriate agency(ies),
require the licensee to limit data collection and/or
distribution by the system to the extent necessitated
by the given situation. Decisions to impose such
limits only will be made by the Secretary of Commerce
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in consultation with the Secretary of Defense or the
Secretary of State, as appropriate. Disagreements
between Cabinet Secretaries may be appealed to the
President. The Secretaries of State, Defense and
Commerce shall develop their own internal mechanisms to
enable them to carry out their statutory
responsibilities.

Pursuant to the Act, the US Government requires US
companies that have been issued operating licenses
under the Act to notify the US Government of its intent
to enter into significant or substantial agreements
with new foreign customers. Interested agencies shall
be given advance notice of such agreements to allow
them the opportunity to review the proposed agreement
in light of the national security, international
obligations and foreign policy concerns of the US
Government. The definition of a significant or
substantial agreement, as well as the time frames and
other details of this process, will be defined in later
Commerce regulations in consultation with appropriate
agencies.

Transfer of Advanced Remote Sensing Capabilities

1.

Advanced Remote Sensing System Exports: The United States

will consider requests to export advanced remote sensing
systems whose performance capabilities and imagery quality
characteristics are available or are planned for
availability in the world marketplace on a case-by-case
basis.

The details of these potential sales should take into
account the following:

-- the proposed foreign recipient’s willingness and
ability to accept commitments to the US Government
concerning sharing, protection, and denial of
products and data; and

-- constraints on resolution, geographic coverage,
timeliness, spectral coverage, data processing and
exploitation techniques, tasking capabilities, and
ground architectures.

Approval of requests for exports of systems would also
require certain diplomatic steps be taken, such as informing
other close friends in the region of the request, and the
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conditions we would likely attach to any sale; and informing
the recipient of our decision and the conditions we would
require as part of the sale.

Any system made available to a foreign government or other
foreign entity may be subject to a formal government-to-
government agreement.

Transfer of Sensitive Technology

The United States will consider applications to export
sensitive components, subsystems, and information concerning
remote sensing space capabilities on a restricted basis.
Sensitive technology in this situation consists of items of
technology on the US Munitions List necessary to develop or to
support advanced remote sensing space capabilities and which are
uniquely available in the United States. Such sensitive
technology shall be made available to foreign entities only on
the basis of a government-to-government agreement. This
agreement may be in the form of end-use and retransfer assurances
which can be tailored to ensure the protection of US technology.

Government-to-Government Intelligence and Defense Partnerships

Proposals for intelligence or defense partnerships with
foreign countries regarding remote sensing that would raise
questions about US Government competition with the private sector
or would change the US Government’s use of funds generated
pursuant to a US-foreign government partnership arrangement shall
be submitted for interagency review.

# 0 #




THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994

STATEMENT BY THE PRESS SECRETARY

The President today announced that the Administration will
allow for the expansion of the sale of images taken from space
and the export of the systems themselves. This decision is
expected to expand American jobs and business opportunities by
enabling U.S. firms to compete aggressively in the growing
international market for remote sensing, which already accounts
for nearly $400 million worldwide and is expected to grow to more
than $2 billion by the turn of the century.

Under the policy, U.S. companies will be licensed by the
Secretary of Commerce to operate private remote sensing systems
and sell those images to domestic and foreign entities. The
export of turn-key remote sensing systems will also be considered
under this policy on a case-by-case basis under an export license
issued by the State Department. National security and
international obligations will be protected through specific
licensing conditions. Export of sensitive technologies will be
considered on a restricted basis.

Vice President Gore also highlighted the decision’s
importance to maintaining the competitiveness of America’s
aerospace industry. "Removing some of our barriers to the sale of
space-based remote sensing systems and data products is a major
contribution to the ability of U.S. industry, which sets the
world standard for these systems, to compete successfully in this
rapidly emerging global commercial market," he said.

Equally important, the Vice President said, is the
contribution which data from such satellites will make to our
knowledge of the planet: "Timely, high quality data which we
expect to become available from these systems will include global
change and environmental information which will form a vital part
of this country’s National Information Infrastructure."

Space-based images and imaging systems are increasingly
being recognized by commercial entities as a means of
dramatically improving their productivity and business
operations. Farmers, city planners, environmentalists, news
organizations, map makers, surveyors, geologists, mining
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companies, o0il companies, timber harvesters, taxing authorities,
as well as foreign governments have all recognized the utility of
high quality space-based images for purely commercial purposes.

This new policy should also aid the U.S. defense industry in
its efforts to find new commercial applications for defense
technologies and enhance U.S. global competitiveness in the
international remote sensing market. Including the market for
images incorporating demographic or technical data with digital
maps, or geographic information systems, the market for space-
based imagery could be up to $15 billion by the year 2000.

o #



w—_—— e | <SBERET— RECORD ID:'932091§

NSC/RMO PROFILE RECEIVED: 04AUG 95 19
TO: BELLINGER, J
FROM: SENS DOC DATE: 11 AUG 95
SOURCE REF:
KEYWORDS: ACCESS PDD
SPACE PROGRAMS SPACE POLICY

TECHNOLOGY TRANSFERS

PERSONS:

SUBJECT: ©PDD-23 W/ FACT SHEET & PRESS RELEASE

-

ACTION: DOHSE SGD MEMO DUE DATE: 08 AUG 95  STATUS: C
STAFF _OFFIGER:. MERCHANT LOGREF: 9420131 9420152
FILES: IFD 0 . NSCP:  PDD0023: CODES :

\ e T

——

DOCUMENT DISTRIBUTTION

FOR ACTION FOR CONCURRENCE FOR INFOQ
' NSC CHRON
COMMENTS :
) —
DISPATCHED BY /{M// DATE .1
OPENED BY: NSBTM CLOSED BY: NSBTM . DOC 3 OF 3
DECLASSIFIED
_SEERET E.0. 12958, As Amended, Sec. 3.5 (b)
White House Guidelines, August 28, 1997
By KBH NARA, Date

A003 - 10\ - ™M



SEEREST— RECORD ID: 9520917
o . ' ACTION DATA SUMMARY REPORT

DOC ACTION OFFICER CAO ASSIGNED ACTION REQUIRED

001 MERCHANT Z 95080419 PREPARE MEMO FOR SENS
002 SENS . Z 95081111 FOR SIGNATURE

003 X 95081111 DOHSE SGD MEMO

DISPATCH DATA SUMMARY REPORT

DOC DATE DISPATCH FOR ACTION DISPATCH FOR INFO

003 950811 BELLINGER, J




National Security Council ¥
s ' The White House

A

F;ROOFEDBY.' / — .LOG # ;0?/ -7’

URGENTNO'T'PﬂOOFEQ " SYSTEM gRS O

BYPASSED WW DESK DOCLOG

o _... SEQUENCE TO INITIAL/DATE DISPOSITION

Harmon g/
Dohse L L)

[

Sens

Soderberg

Berger

Lake

Situation Room

West Wing Desk ~ __ 9"" 4 ~_]

Records Mgt. ‘Z)/ ~ W l//I/Z
7 a——

) i
/A = Action I = Information pww ‘N = No Further Action I
&~ o

COMMENTS: W

Tefrnts £ %w%é@

Exec Sec Office has diskette _



NATIONAL SECURITY COUNCIL _ LOG 9520917
DISTRIBUTION RECEIPT ' DATE 11 AUG 95

SUBJECT: PDD-23 W/ FACT SHEET & PRESS RELEASE
DOCUMENT CLASSIFICATION: UNCLASSIFIED

EXTERNAL DISTRIBUTION: DATE TIME SIGNATURE

MR. JOHN B. BELLINGER, III &ifas 2115 éh“w/\/?\-

COMMISSION ON ROLES & CAPABILITIES OF US INTELLIGENCE . John Bellic
SUITE 3201 PRINT LAST NAME: _<OND VWA
725 17TH STREET, NW .
WASHINGTON, DC 20503 COPY: ORIGINAL

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC SECRETARIAT,-ROOM- 379 OEOB
: ST T . PAGE 01 OF 01 PAGES




NATIONAL SECURITY COUNCIL ' LOG 9420283
DISTRIBUTION RECEIPT DATE 09 MAR 94

SUBJECT: PDD-23 W/ FACT SHEET & PRESS RELEASE
DOCUMENT CLASSIFICATION: -SEERET—

EXTERNAL DISTRIBUTION: DATE TIME SIGNATURE

MR. JOHN B. BELLINGER, III 8/ll/¢is [2: 1S /M\%ﬁm\

COMMISSION ON ROLES & CAPABILITIES OF US INTELLIGENCE L/\]’ PP
SUITE 3201 PRINT LAST NAME: \JDhn Bd-lm:gf/‘
725 17TH STREET, NW ' - I
WASHINGTON, DC 20503 _ “COPY: #19:20;21
DECLASSIFIED

E.0. 12958, As Amended, Sec. 3.5 (B)
* White House Guidelines, August 28, 1997
By 3H NARA, Dat 03
AR - 1017 -

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC_SECRETARIAT. ROOM 379 OEOB
N PAGE 01 OF 01 PAGES




I _UNCLASSIFIED WITH :
 SECREE ATTACHMENTS NATIONAL SECURITY COUNCIL
WASHINGTON., D.C. 20506

20917

August 11, 1995

MEMORANDUM FOR MR. JOHN B. BELLINGER, III
General Counsel
Commission on the Roles and Capabilities of the
United States Intelligence Community

SUBJECT: Request for PDD-23

Pursuant to your request, enclosed for your information and
retention are three copies of PDD-23. Alsco included are copies
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THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994

FACT SHEET

FOREIGN ACCESS TO REMOTE_ SENSING SPACE CAPABILITIES

Backqround

Remote sensing from space provides scientific, industrial,
civil governmental, military and individual users with the
capacity to gather data for a variety of useful purposes. The US
Government operates very high resolution space-based
reconnaissance systems for intelligence and military purposes.
These systems are among the most valuable US national security
assets because of their high quality data collection, timeliness,
and coverage and the capability they provide to monitor events
around the world on a near real-time basis. More nations have
discovered the value of these satellites and are developing their
own indigenous capabilities, or are seeking the purchase of data
or systems. '

Policy Goal

The fundamental goal of our policy is to support and to
enhance US industrial competitiveness in the field of remote
sensing space capabilities while at the same time protecting US
national security and foreign policy interests. Success in this
endeavor will contribute to maintaining our critical industrial
base, advancing US technology, creating economic opportunities,
strengthening the US balance of payments, enhancing national
influence, and promoting regional stability.

Scope of Policy

The policy covers foreign access ‘to remote sensing space
systems, technology, products, and data. With respect to
commercial licenses, this would include operating licenses
granted under the Land Remote Sensing Policy Act of 1992 and
export licenses for certain items controlled on the US Munitions
List (USML). While the policy will define certain restrictions
for export of items on the USML, export of items on either the
USML or the Commerce Control List (CCL) would continue to be
licensed in accord with existing law and regulations.

- more -
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Licensing and Operation of Private Remote Sensing Systems

License requests by US firms to operate private remote
sensing space systems will be reviewed on a case-by-case basis in
accordance with the Land Remote Sensing Policy Act of 1992 (the
Act). There is a presumption that remote sensing space systems
whose performance capabilities and imagery quality
characteristics are available or are planned for availability in
the world marketplace (e.g., SPOT, Landsat, etc.) will be
favorably considered, and that the following conditions will
apply to any US entity that receives an operating license under
the Act.

1. The licensee will be required to maintain a record of
all satellite tasking for the previous year and to
allow the USG access to this record.

2. The licensee will not change the operational
characteristics of the satellite system from the
application as submitted without formal notification
and approval of the Department of Commerce, which would
coordinate with other interested agencies.

3. The license being granted does not relieve the licensee
of the obligation to obtain export license(s) pursuant
to applicable statutes.

4. The license is valid only for a finite period, and is
neither transferable nor subject to foreign ownership,
above a specified threshold, without the explicit
permission of the Secretary of Commerce.

5. All encryption devices must be approved by the US
Government for the purpose of denying unauthorized
access to others during periods when national security,
international obligations and/or foreign policies may
be compromised as provided for in the Act.

6. A licensee must use a data downlink format that allows
the US Government access and use of the data during
periods when national security, international
obligations and/or foreign policies may be compromised
as provided for in the Act.

7. During periods when national security or international
obligations and/or foreign policies may be compromised,
as defined by the Secretary of Defense or the Secretary
of State, respectively, the Secretary of Commerce may,
after consultation with the appropriate agency(ies),
require the licensee to limit data collection and/or
distribution by the system to the extent necessitated
by the given situation. Decisions to impose such
limits only will be made by the Secretary of Commerce
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in consultation with the Secretary of Defense or the
Secretary of State, as appropriate. Disagreements
between Cabinet Secretaries may be appealed to the
President. The Secretaries of State, Defense and
Commerce shall develop their own internal mechanisms to
enable them to carry out their statutory
responsibilities.

8. Pursuant to the Act, the US Government requires US
companies that have been issued operating licenses
under the Act to notify the US Government of its intent
to enter into significant or substantial agreements
with new foreign customers. Interested agencies shall
be given advance notice of such agreements to allow
them the opportunity to review the proposed agreement
in light of the national security, international
obligations and foreign policy concerns of the US
Government. The definition of a significant or
substantial agreement, as well as the time frames and
other details of this process, will be defined in later
Commerce regulations in consultation with appropriate
agencies.

Transfer of Advanced Remote Sensing Capabilities

1.

Advanced Remote Sensing System Exports: The United States

will consider requests to export advanced remote sensing
systems whose performance capabilities and imagery quality
characteristics are available or are planned for
availability in the world marketplace on a case-by-case
basis. :

The details of these potential sales should take into
account the following:

-- the proposed foreign recipient’s willingness and
ability to accept commitments to the US Government
concerning sharing, protection, and denial of
products and data; and

-- constraints on resolution, geographic coverage,
timeliness, spectral coverage, data processing and
exploitation techniques, tasking capabilities, and
ground architectures.

Approval of requests for exports of systems would also

require certain diplomatic steps be taken, such as informing
other close friends in the regiou of the request, and the

- more -



conditions we would likely attach to any sale; and informing
the recipient of our decision and the conditions we would
require as part of the sale.

Any system made available to a foreign government or other
foreign entity may be subject to a formal government-to-
government agreement.

Transfer of Sensitive Technology

The United States will consider applications to export
sersitive components, subsystems, and information concerning
remote sensing space capabilities on a restricted basis.
Sensitive technology in this situation consists of items of
technology on the US Munitions List necessary to develop or to
support advanced remote sensing space capabilities and which are
uniquely available in the United States. Such sensitive
technology shall be made available to foreign entities only on
the basis of a government-to-government agreement. This
agreement may be in the form of end-use and retransfer assurances
which can be tailored to ensure the protection of US technology.

Government-to-Government Intelligence and Defense Partnerships

Proposals for intelligence or defense partnerships with
foreign countries regarding remote sensing that would raise
questions about US Government competition with the private sector
or would change the US Government’s use of funds generated
pursuant to a US-foreign government partnership arrangement shall
be submitted for interagency review.



THE WHITE HOUSE

Office of the Press Secretary

For Immediate Release March 10, 1994
STATEMENT BY THE PRESS SECRETARY

The President today announced that the Administration will
allow for the expansion of the sale of images taken from space
and the export of the systems themselves. This decision is
expected to expand American jobs and business opportunities by
enabling U.S. firms to compete aggressively in the growing
international market for remote sensing, which already accounts
for nearly $400 million worldwide and is expected to grow to more
than $2 billion by the turn of the century.

Under the policy, U.S. companies will be licensed by the
Secretary of Commerce to operate private remote sensing systems
and sell those images to domestic and foreign entities. The
export of turn-key remote sensing systems will also be considered
under this policy on a case-by-case basis under an export license
issued by the State Department. National security and
international obligations will be protected through specific
licensing conditions. Export of sensitive technologies will be
considered on a restricted basis.

Vice President Gore also highlighted the decision’s
importance to maintaining the competitiveness of America’s
aerospace industry. "Removing some of our barriers to the sale of
space-based remote sensing systems and data products is a major
contribution to the ability of U.S. industry, which sets the
world standard for these systems, to compete successfully in this
rapidly emerging global commercial market," he said.

Equally important, the Vice President said, is the
contribution which data from such satellites will make to our
knowledge of the planet: "Timely, high quality data which we
expect to become available from these systems will include global
change and environmental information which will form a vital part
of this country’s National Information Infrastructure.”

Space-based images and imaging systems are increasingly
being recognized by commercial entities as a means of
dramatically improving their productivity and business
operations. Farmers, city planners, environmentalists, news
organizations, map makers, surveyors, deologists, mining
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L SECRET-
UNCLASSIFIED WITH 20917

SEEREFATTACHMENTS NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20506

August 11, 1995
ACTION

MEMORANDUM FOR ANDREW D. SENS

THROUGH WILLIAM H. LEAR
FROM: BRIAN T. MERCHP&H?A%“ZZLN\__,,/
SUBJECT: Brown Commission Request for PDD-23

The Commission on the Roles and Capabilities of the United States
Intelligence Community (Brown Commission) has requested (Tab II)
three copies of PDD-23. NSC staff has no objection to this
request (see notation on Tab II by Beers).

Your memorandum (Tab I) conveys three copies to the Brown Commis-

sion for information and retention. Also included are copies of
the fact sheet and White House press release on this PDD.

Concurrence by: Ra&é}j}eers and Jamie Bake®

RECOMMENDATION

That you sign the memcrandum at Tab I.

Attachment
Tab I Memorandum to Bellinger

Tab A 3 Copies of PDD-23 with fact sheet and press release
Tab II Incoming Request

DECLASSIFIED
UNCLASSIFIED WITH : E.O. 12958, As Amended, Sec. 3.5 (b)
SEERFER- ATTACHMENTS White House Guidelines, August 28, 1997

— By KBHNARA, Date /02
SECRET- .
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CoMMiISSION On The ROLES AND CAPABILITIES
OF THE UNITED STATES INTELLIGENCE COMMUNITY

August 4, 1995
BY FACSIMILE (202-436-9340)

Executive Secretary
National Security Council
Washington, D.C. 20504

Attn: Mr. Brian Merchant
To the Executive Secretary:

We hereby request three copies of Presidential Decision .
Directive 23. The document is needed in order for the
Commission, which is an independent agency in the Executive
Branch, to carry out its responsibilities set forth in Title IX
of P.L. 103-359 (copy attached). Access to the document will be
limited to those with appropriate clearances.

In light of the short deadline under which our Commission is
working, we would appreciate receiving a copy of PDD-23 as soon
as possible. If you have any questions, please contact me at
202-414-1142 or John Moseman, Deputy Staff Director, at
202-414-1167.

Sincerely,

J;;n B. Bellinger, III

General Counsel

Attachment

725 17th Street, NW., Suite 3201
Washington, DC 20503
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TITLE IX—COMMISSION ON THE ROLES
AND CAPABILITIES OF THE UNITED
STATES INTELLIGENCE COMMUNITY

SEC. 801. ESTABLISHMENT.

There is established a commission to be known as the Commis-
sion on the Roles and Capabilities of the United States Intelligence
Community (hereafter in this title referred to as the “Commission”).
SEC. 902. COMPOSITION AND QUALIFICATIONS.

(a) MEMBERSHIP.—(1) The Commission shall be compased of 17
members, as follows:

(A) Nine members shall be appointed by the President from
privale life, no more than four of whom shall have previously
held senior leadership posilions in the intelligence communily
and no more than five of whom shall be members of the same
political party.

(B) Tuso members shall be appointed by the majority leader
of the Senate, of whom one shall be a Member of the Senate and
ane shall be from private life.

(C) Two members shall be appainted by the minority leader
of the Senate, of whom one shall be a Member of the Senate and
one shall be from private life. :

(D) Two members shall be appointed by the Speaker of the
House of Representatives, of whom one shall be a Member of the
House and one shall be from private life.

(E) Two members shall be appointed by the Minority Lead-
er of the House of Representatives, of whom one shall be a
Member of the House and one shall be from private life.

(2) The members of the Commission appointed from private life

under paragraph (1) shall be persons of demonstrated abilily and

accomplishment in government, business, lew, academe, journalism,
or other profession, who have a substantial background in national
security matters. '

37

(b) CHAIRMAN AND ViCE CHAIRMAN.—The President shall des-
ignate (wo of the members appoinied from privale life lo serve as

hairman and Vice Chairman, respectively, of the Commission.

(c) PERIOD OF APPOINTMENT: VACANCIES.—Members shall be
appointed for the life of the Commission. Any vacancy in the Com-
mussion shall nol affect its powers but shall be filled in the same
manner as the original appointment.

(d) DEADLINE FOR APPOINTMENTS.—The appointments required
by subsection (a) shall be made within 45 days after the date of en-
actment of this Act.

(e) MEETINGS.—(1) The Commission shall meet at the call of the
Chairman.

(2) The Commission shall hold its first meeting not later than
four months afier the date of enactment of this Act.

(f) Quonur.—Nine members of the Commission shaill constifile
a quorum, bul a lesser number of members may hold hearings, lake
teslimony, or receive evidence.

{g) SEcuRiTY CLEARANCES.—Appropriate security clearances
shall be required for members of the Commission who are private
United States citizens. Such clearances shall be processed and com-

leted on an expedited basis by appropriate elements of the executive
ﬁranch of Government and szal , in any case, be completed within
90 dahys of the date such members are appainted.

(h) APPLICATION OF CERTAIN PROVISIONS. OF LAW.—In light of
the extraordinary and sensitive nature of its deliberations, the provi-
sions of the Federal Advisory Committee Act (5 U.S.C. App.), and
the regulations prescribed by the Administrator of General Services
pursuant to that Act, shall not apply to the Commission. Further,
the }lzmvisions of section 552 of litle 5, United States Code (com-
monly known as the “Freedom of Information Act”) shall not :/)ply
to the Commission; however, records of the Commission shall be
subject ta the Federal Records Act and, when transferred to the Na-
tional Archives end Records Agency, shall no longer be exempt from
the provisions of such section 552.

SEC. 903. DUTIES OF THE COMMISSION. )
{a) IN GENERAL.—It shall be the duty of the Commission—

(1) to review the efficacy ard appropriateness of the activi-
ties of the United States inlelligence community in the post-cold
war global environmeni; and

(2) to prepare and-transmil the reports described in section
904. .

(b) IMPLEMENTATION. —In carrying out subsection (a), the Com-
mission shall specifically consider the following:

(1) What should be the roles and missions of the intel-
ligence community in terms of prouidinwppm to the defense
and foreifn policy establishments and should these relate
to tactical intelligence aclivilies.

(2) Whether the roles and missions of [he intelligence com-
munity should extend beyond the tradilional areas of providi
support lo the defense and foreign policy esiablishments, and,
if so, what areas should be considered legitimate for intelligence
collection and analysis, and whether such arens should include
for example, economic issues, environmentel issues, and health
issues.
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(3) What functions, if any, should continue to be assigned
to the organizations of the intelligence community, including
the Central Ittelligence Agency, and what capabilities should
these organizations relain for the future. ' _

(4) Whether the existing organization and management
framework of the organizations of the intelligence community,
including the Central Intelligence Agency, provide the optimal
structure for the accomplishment of their missions. -

(5) Whether existing principles and strategies governing the
acquisilion and maintenance of intelligence collection capaiili-
ties should be retained and what collection capabilities should
the Government relain (o meel fulure contingencies.

(6) Whether intelligence analysis, as it is currently siruc-
tured and executed, adds sufficient value to information other-
wise available to the Government to justify ifs continuation,
and, if so, at what level of resources.

(7) Whether the exisling decentralized system of intelligence
analysis resulls in significant waste or duplication, and, if so,
what can be done to correct these deficiencies. ’

(8) Whether the existing orrangemerits for allocating avail-
able resources to accomplish the roles and missions assigned to
intelligence agencies are adequale.

(9) Whether the existing framework for coordinating among
intelligence agencies with respect to intelligence collection and
analysis and other activities, including training and oper-
ational activities, provides an oplimal structure for such coordi-
nation.

. (10) Whether current personnel policies and practices of in-
telligence agencies provide an oplimal work force to satisfy the
needs of infelligence consumers.

(11) Whether resources for intelligence activities should con-

tinue to be allocated as part of the defense budget or be treated
by the President and Congress as a separate budgelary pro-
gram.
(12) Whether the existing levels of resources ellocated for
intelligence collection or intelligence analysis, or to provide a
capability to conduct cover! aclions, are seriously af variance
with United States needs. )

(13) Whether there are areas of redundan! or overlapping
activity or areas where there is evidence of serious waste, dupli-
cation, or niismanagement.

(14) To what exterd, if any, should the budget for United
States intelligence activities be publicly disclosed.

(15) To what extent, if any, should the United States intel-
ligence community collect information bearing upon private
commercial activity and the manner in which such information

should be controlled and disseminated. .

(16) Whether counterintelligence palicies and practices are
adequate to ensure that employees (Z’ intelligence agencies are
sensitive to security problems, and whether intelligence agencies
themselves have adegquate authority and capabilily fo address
perceived security problems.
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(17) The manner in which the size, missions, capabilities,
and resources of the United States inlelligence commaunity comt-
pere to those of ather countries.

(18) Whether existing collaborative arrangements belween
the United States and other countries in the area of intelligence
cooperation should be maintained and whether such arrange-
menls should be expanded to provide for increased
burdensharing.

(19) Whether existing arrangements for sharing intelligence
with multiretional organizetions in support of mutuclly shared
objectives are adequate.

SEC. 904. REPORTS.

(a) INTTIAL REPORT.—Not later than two months after the first
meeting of the Commission, the Commission shall transmit to the
congressional intelligence conuniltees o report setting forth its plon
for the work of the Commission.

(b) INTERIM REPORTS.—Prior to the submission of the report re-
quired by subsection (c), the Commission may issue such interim re-
ports as it finds necessary and desirable.

(c) FINAL REPORT.—No later than March 1, 1996, the Commiis-
sion shall submit to the President and to the congressional intel-
ligence commillees a report setting forth the ectivities, findings, and
recommendations of the Commission, including any recommende-
tions for the enactmen! of legislation that the Commission considers
advisable. To the extent feasible, such report shall be unclassified
and made avgilable to the public. Such report shall be supple-
mented as necessary by a classified report or annex, which shell be
provided separately to the President and the congressional intel-
ligerice committees. .

SEC. 505. POWERS.

(a) HEARINGS.—The Commission or, at its direction, any panel
or member of the Commission, may, for the purpose of carrying oul
the provisions of this title, hold hearings, sil and act at limes and
places, take testimony, receive evidence, and edminister oaths to the
extent that the Commission or any panel or member considers ad-
visable. : :

(b} INFORMATION FROM FEDERAL AGENCIES.—The Commission
may secure directly from any intelligence agency or from any other
Federcl department or agency any information that the Commission
considers necessary to enable the Commission to carry out ils re-
sponsibilities under this section. Upon request of the Chairman of
the Commission, the head of any such department or agency sheli
furnish such information expeditiously to the Commission.

(c) POSTAL, PRINTING AND BINDING SERVICES.—The Commis-
ston may use the United States mails and ebtain printing and bind-
ing services in the same manner and under the same conditions as
other departments and agencies of the Federel Government.

(d) SuscommiTTEES.—The Commission may establish panels
composed of less than the full membership of the Commission for
the purpose of carrying out the Commission’s duties. The ections of
each sich panel shall be subject to the review and control of the
Commission. Anv findings and determinations made bhv such a
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‘panel shall not e considered the findings and determinations of the

[Tp]

Commission unless approved by the Commission.

(e) Avurnority oF INnnivipuaALS To Acr ror COMMISSION.—Any
member or agent of the Commission may, if authorized by the Com-
mission, take any action which the Commission is authorized fo
take under this title. ,

SEC. 906. PERSONNEL MATTERS.

{a) COMPENSATION OF MEMBERS.—Each member of the Com”
mission who is a private United States citizen shall be patd, if re-

. quesled, al a rate equal to the daily equivalent of the annual rate

AUG-94 'S B1:81PM COMMISSION ON INTEL

of basic pay payable for level V of the Executive Schedule under sec-
tion 5316 o((’:'ille 5, United States Code, for each day (including
travel time) during which the member is engaged in the perform-
ance of the dulies of the Commission. All members of the Commis-
sion who are Members of Congress shall serve without compensation
in addition to that received for their services as Members of Con-
gress. ‘

(b) TRAVEL EXPENSES.—Each member of the Commission shall
be allowed travel expenses, including per diem in lieu of subsistence,
al rates authorized for emplﬁyees of agencies under subchapter I of
chapter 57 of litle 5, United States Code, while eway from their
homes or regular places of business in the performance of services
for the Comunission.

(c) STAFF.—

- (1) IN GENERAL.—The Chairman of the Commission mnay,
without regard lo the provisions of title 5, United States Cm{.’e,

- governing appoinitments in the competitive service, appoint a
steff director and such additional personnel as may be nec-

essary lo enable the Commission to perform its duties. The s!t:ﬁ'

director of the Commission shall be appointed from private life,

and such appointment shall be subject to the approuval of the

Cemmission as a whole. No member of the professional staff

may be a current officer or employee of an intelligence agency,

"except that up to three current employees %’ intelligence agencies

who are on rotational assignnient to the Executive Office of the

President may serve on the Commission staff, subjecl to the ap-

proval of the Commission as a whole. _

(2) COMPENSATION.—The Chairman of the Commission
may fix the pay of the staff director.and other personnel without
regard (o tcl provisions of chapter 51 and subchapter Il of
chapter 53 of title 5, United States Coade, relating to classifica-
tion of positions eand General Schedule pay rates, except that
the rale of pay fixed under this paragraph for the staff director
may not exceed the rate payable for level V of the Executive
Schedule under section §316.of such title and the rate of pa
for other personnel may no! exceed lthe maximum rate payab

., for grade GS-15 of the General Schedule.

(d) DETAIL OF GOVERNMENT EMPLOYEES.—Upon reques! of the
Chairman of the Commission, the head of any Federal department
or agency may detail, on a nonreimbursable basis, any personnel of
that department or agency to the Commission to assist it in carrying
oul its administrative and clerical functions. -

.. {e) PROCUREMENT OF TEMPORARY AND INTERMITTENT SERV-
ICES'—The Chairman of the Commission may procure temporary

T
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and intermitient services under section 310%b) of title 5, United
States Code, at rates for individuals which do not exceed the daily
equivalent of the annual rate of basic pay payable for level V of the
Execulive Schedule under section 5316 of such tille.

() ADMINISTRATIVE AND SUPPORT SERVICES.—The Director of
Cenired Intelligence shall furnish the Commission, on a non-reim-
bursable basis, any administrative and support services requested
by the Commission consistent with thes title.

8EC. 807. PAYMENT OF COMMISSION EXPENSES.

The compensation, travel expenses, per diem allowances of
members and employees of the Commission, and other expenses of
the Commission shall be paid out of funds available to the Director
of Ceniral Intelligence for the payment of compensation, travel al-
lowances, and per diem allowances, respectively, of employees of the
Central Intelligence Agency.

SEC. 908. TERMINATION OF THE COMMISSION. ’

The Comrnission shall terminate one month afler the date of the
submission of the report required by section 904{c).
SEC. 909. DEFINITIONS.

For purposes of this title—

(1) the term “intelligence agency” means any agency, office,
or element of the intelligence community;

(2) the term “intelligence community” shall have the same
meaning as set forth in section 3(4) of the National Security Ac?
of 1947 (60 U.S.C. 401a(4)); and

{3) the term “congressional intelligence committees” refers
to the Select Committee on Intelligence of the Serate and the
Permanent Select Commiltee on Intelligence of the House of
Representatives.

And the Senate agree to the same.

From the Permanent Select Committee on Intelligence, for

consideration of the House bill, and the Senate amend-

ment, and modifications committed to conference:
DaAN GLICKMAN,
BiLL RICHARDSON,
NorMAN D. DICKS,
JULIAN C. DIXON,
ROBERT TORRICELLI,
RoNALD COLEMAN,
DAvID E. SKAGGS,
JAMES H. BILBRAY,
Nancy PELOSI,
GREG LAUGHLIN,
Bup CRAMER,
JACK REED,
L.ARRY COMBEST,
Douc BEREUTER,
RoserT K. DORNAN,
BiLL YOUNG,
GEORGE W. GEKAS,
JAMES V. HANSEN,
JERRY LEWIS,
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THE WHITE HOUSE
WASHINGTON

March 18, 1998

MEMORANDUM FOR THE SECRETARY OF STATE
THE SECRETARY OF DEFENSE
THE SECRETARY OF COMMERCE
THE DIRECTOR OF CENTRAL INTELLIGENCE

SUBJECT: Implementation Guidance on NSC/PDD-23

In March 1994, the President issued a policy directive on remote
sensing (NSC/PDD-23) which recognizes the critical role that
remote sensing from space plays in providing data for a wide
variety of civil, commercial and national security uses. The
policy supports and enhances U.S. industrial competitiveness in
the field of remote sensing while at the same time protecting
U.S. national security and foreign policy interests. This
memorandum provides guidance on select aspects of NSC/PDD-23
implementation, particularly as it relates to proposals for
potential export of advanced remote sensing systems.

NSC/PDD-23 states that the United States will consider requests
to export advanced remote sensing systems whose performance
capabilities and imagery characteristics are available or
planned for availability in the world marketplace on a case-by-
case basis. It further stipulates that any system made
available to a foreign government or other foreign entity may be
subject to a formal government-to-government agreement.

To streamline interagency review of potential exports of
advanced remote sensing systems consistent with NSC/PDD-23, the
Department of State will chair a standing interagency working
group (IWG) with relevant interagency expertise in remote
sensing. The Remote Sensing IWG should include the
participation of the Department of Defense, Department of
Commerce, the Intelligence Community and other agencies as
appropriate. Decisions on actual exports of advanced remote
sensing systems on the U.S. Munitions List will continue to be
made in accord with existing laws and regulations, including in
particular the Arms Export Control Act and the International
Traffic in Arms Regulations (ITAR).

The Remote Sensing IWG, to guide its work, will within 60 days
conduct an assessment of remote sensing capabilities currently
commercially available or planned for availability in the world




marketplace. The IWG will make the results of this assessment
available to U.S. industry in an appropriate manner.

The Remote Sensing IWG will make a recommendation within 30 days
of the U.S. Government’s receipt of a formal license request as
to whether a proposed export requires a government-to-government
agreement or assurances as a condition of the proposed export.
The recommendation should take into account means of best
satisfying conditions and limitations included in PDD-23, and,
as a prerequisite for considering an export, ensure that the
performance characteristics of the proposed system may be deemed

. to be already available commercially or planned for availability

on the international market. The Remote Sensing IWG’s
assessment should also include the proposed foreign recipients’
willingness and ability to accept commitments to the U.S.
Government concerning desired sharing, protection or denial of
products and data, and potential performance constraints that
may be required.

If a government-to-government agreement or assurances are
required, the Remote Sensing IWG, shall provide recommendations
on the form and content of the agreement and on the nature and
scope of allowable discussions with the proposed foreign
recipient during the negotiation of any required agreement. As
the authority for licensing activities for all U.S. munitions
list items, including advanced remote sensing systems, the
Department of State will provide, upon request by a U.S.
company, an advisory opinion which is coordinated through the
Remote Sensing IWG on whether the performance characteristics of
a proposed system make it potentially exportable consistent with
U.S. foreign policy and national security concerns.

Authority to negotiate and conclude any such agreements will be
subject to normal interagency review processes. As a dgeneral
rule, the State Department should seek to ensure that any such
agreements are finalized within six months of determining that
an agreement is required. If members of the IWG disagree with
decisions made in accordance with the above procedures on
whether agreements should be required, the issue may be referred

to the NSC and OSTP.
Joh Giéons

Samuel R. Be!?gj;ﬁpx\ .
stant to the President

Assistant to the President
for National Security Affairs for Science and Technology
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WASHINGTON, D.C. 20504

March 9, 1998
ACTION

MEMORANDUM FOR SAMUEL BERGER
JOHN GIBBONS

THROUGH : ROBERT BELL?ﬂxb/,

NS
DUNCAN MOOREYf(

FROM : JIM SEATON /XX
JEFFERSON HOFGAR

SUBJECT: Implementation Guidance for NSC/PDD-23

At Tab I is joint NSC/OSTP implementation guidance for NSC/PDD-
23 (U.S. Policy on Foreign Access to Remote Sensing Space
Capabilities). The 1994 PDD struck the proper balance between
national security, foreign policy and commercial remote sensing
interests. It is our sense, however, that over the last four
years those commercial interests were not upheld in the normal
licensing process for advanced, high resolution remote sensing
systems. As a result, commercial licensing applications have
been submitted, languished for months in the interagency and
been returned to commercial providers without action. There is
growing congressional and media criticism of the process (or
lack of process) and a Senate Commerce, Science & Transportation
subcommittee took up the issue on March 5.

The attached memorandum streamlines the USG process for
addressing licensing issues associated with advanced remote
sensing systems and provides predictability to commercial remote
sensing providers by:

- creating a- State Department-led Remote Sensing IWG to serve as
the USG focal point;

- establishing timelines whereby companies will know if their
applications require government-to-government agreements;

- initiating a USG assessment of remote sensing capabilities
currently commercially available or planned for availability
in the world marketplace;

- directing the State Department to seek to complete government-
to-government agreements within six months of deciding one 1is
required.




State, Defense, Commerce and the Intelligence Community cleared
on the language contained in the draft memorandum. Commerce
attempted to hold up the memo in the interest of including
language directing that State accelerate moving certain remote
sensing systems off the munitions list to Commerce export
licensing jurisdiction pursuant to a 1994 Commerce-State
agreement to do so. Commerce Undersecretary Bill Reinsch
subsequently cleared the memo on the condition that the NSC and
OSTP initiate a 90-day interagency review to develop
recommendations regarding the transfer of export control
responsibility for some remote sensing systems from the State
Department to the Commerce Department. We will begin developing
Terms of Reference for this review once we receive agency inputs
on the background associated with this issue.

_ .
V4%
Concurrence by: aureg% Tuééé%éfz;well Highsmith, Jay

Farrar, Mary McCarthy, Gerald Hane

RECOMMENDATION

That you sign the joint memorandum at tab I.

Attachment .
Tab I Memorandum to Cabinet Secretaries
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financial information {(a)(4) of the PRA} b(4) Release would disclose trade secrets or confidential or financial
PS5 Release would disclose confidential advice between the President information [(b)(4) of the FOIA|

and his advisors, or between such advisors |a)(S) of the PRA| b(6) Release would constitute a clearly unwarranted invasion of
P6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

personal privacy |(a)(6) of the PRA| b(7) Release would disclose information compiled for law enforcement

purposes |(b)(7) of the FOIA]
C. Closed in accordance with restrictions contained in donor's deed b(8) Release would disclose information concerning the regulation of
of gift. financial institutions [(b)(8) of the FOIA]
PRM. Personal record misfile defined in accordance with 44 U.S.C. b(9) Release would disclose geological or geophysical information
2201(3). concerning wells [(b)(9) of the FOIA]

RR. Document will be reviewed upon request.



NATIONAL SECURITY COUNCIL LOG 9820199
DISTRIBUTION RECEIPT DATE 18 MAR 98

SUBJECT: IMPLEMENTATION GUIDANCE ON NSC/PDD-23
DOCUMENT CLASSIFICATION: UNCLASSIFIED

EXTERNAL DISTRIBUTION: DATE TIME SIGNATURE
MS. MADELEINE ALBRIGHT

7TH FLOOR

2201 C STREET, NW PRINT LAST NAME:
WASHINGTON, DC

DEPARTMENT OF STATE COPY: 1

MR. WILLIAM S. COHEN
VIA EXECUTIVE SECRETARY

ROOM 3E880 PRINT LAST NAME:
PENTAGON
WASHINGTON, DC COPY: 1

DEPARTMENT OF DEFENSE

MR. JOHN R. DAILEY
ROOM 9551

300 E STREET, SW PRINT LAST NAME:
WASHINGTON, DC 20546

NATIONAL AERONAUTICS & SPACE ADMINISTRAT COPY: ]

[004Db]

MR. GEORGE J. TENET ]
VIA EXECUTIVE SECRETARY

ROOM 7E12, HEADQUARTERS PRINT LAST NAME: | (b)(3)
WASHINGTON, DC 20505 i ‘/”,,}>
CENTRAL .INTELLIGENCE AGENCY COPY: 1_

DATE, TIME, SIGN THE RECEIPT AND RETURN TO: NSC RECORDS MGNT, ROOM 379 OFOB

PAGE 01 OF 01 PAGES




